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they may no longer meet the standards
for access.

§ 17.44 Access eligibility.
(a) Determinations of eligibility for

access to classified information are
separate from suitability determina-
tions with respect to the hiring or re-
tention of persons for employment by
the Department or any other personnel
actions.

(b) The number of employees eligible
for access to classified information
shall be kept to the minimum required
for the conduct of Department func-
tions.

(c) Eligibility for access to classified
information shall be limited to classi-
fication levels for which there is a need
for access. No person shall be granted
eligibility higher than his or her need.

§ 17.45 Need-to-know.
No person shall be granted access to

specific classified information unless
that person has an actual need-to-know
that classified information, pursuant
to section 2.5 of Executive Order 12968.

§ 17.46 Access by persons outside the
Executive Branch.

(a) Classified information shall not
be disseminated outside the Executive
Branch except under conditions that
ensure that the information will be
given protection equivalent to that af-
forded within the Executive Branch.

(b) Classified information originated
by or in the custody of the Department
may be made available to individuals
or agencies outside the Executive
Branch provided that such information
is necessary for performance of a func-
tion from which the Federal Govern-
ment will derive a benefit or advantage
and that the release is not prohibited
by the originating department or agen-
cy (or foreign government in the case
of Foreign Government Information).
Before such a release is made, the head
of the Office, Board, Division, or Bu-
reau making the release shall deter-
mine the propriety of such action, in
the interest of the national security,
and must approve the release. Prior to
the release, the Department Security
Officer must confirm that the recipient
is eligible for access to the classified
information involved and agrees to

safeguard the information in accord-
ance with the provisions of this part.

(c) Members of Congress, Justices of
the United States Supreme Court, and
Judges of the United States Courts of
Appeal and District Courts do not re-
quire a determination of their eligi-
bility for access to classified informa-
tion by the Department. Federal Mag-
istrate Judges must be determined eli-
gible for access to classified informa-
tion by the Department Security Offi-
cer pursuant to procedures approved by
the Assistant Attorney General for Ad-
ministration in consultation with the
Judicial Conference of the United
States. All other Legislative and Judi-
cial personnel including, but not lim-
ited to, congressional staff, court re-
porters, typists, secretaries, law clerks,
and translators who require access to
classified information must be deter-
mined eligible by the Department Se-
curity Officer consistent with stand-
ards established in this regulation.

(d) When other persons outside the
Executive Branch who are not subject
to the National Industrial Security
Program require access to classified in-
formation originated by or in the cus-
tody of the Department, but do not
otherwise possess a proper access au-
thorization, an appropriate background
investigation must be completed to
allow the Department Security Officer
to determine their eligibility for access
to classified information. The length of
time it generally takes to complete an
expedited background investigation is
90 days. Therefore, all persons requir-
ing access to classified information to
participate in congressional or judicial
proceedings should be identified and
the background investigation initiated
far enough in advance to ensure a min-
imum impact on such proceedings.

(e) Personnel who are subject to a
Department contract or grant or who
are rendering consultant services to
the Department and require access to
classified information originated by or
in the custody of the Department shall
be processed for such access pursuant
to procedures approved by the Assist-
ant Attorney General for Administra-
tion.

(f)(1) The requirement that access to
classified information may be granted
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